Resco Backup for Pocket PC

User manual for version v2.01
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1 Introduction

About Resco Backup

Resco Backup can create backups of datgooin Pocket PC device, schedule them to
occur at intervals of your choice and restore them when needed. The data can be saved to
the attached memory card or any connected drive in general.

Resco Backup offers

T High reliability

High speed

Very good compession

Strong encryption (based on the industrial standard AES)
Full or incremental (fast) backup

Backup scheduler

Basic or advanced GUI acc. to the user preferences
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Advanced features

Backup projects (separate backup of sensitive data such agyegssmtacts...)
Multiple backup sets

Partial backup and restore

Comparison of the backup set vs. device

Comparison of two backup sets

Track Registry changes

Upload/download your backups to/from an FTP server

Open format (backup sets are zip archives)
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On top of that there isgoverful desktop Unpack Toela Windows utility that allows you
to browse and use nearly any data item stored in the backup set.



Requirements, Installation, Purchase
Requirements

1 Windows Mobile 5.0 and higheBmartphones areunsupported.
1 Microsoft ActiveSync 3.6 or later (for the desktop installation only)
1 700 KB free memory in the device

Installation

Download and install either exe installer (Windows PC users) or CAB installer (any
user).

Resco Backup comes withfr@e 14-day trial . The trial version offers full functionality,
except that it stops working after 14 days. After the expiration you have to either
purchase the unlock key or install a trial of a higher version.

Uninstallation

GotoWi ndows Starsts MeBystiefet & b,ih§nsBlextrRescce pr ogr
Backup and tap on [Remove]

Purchase

Online delivery of Resco Backup licenses and related product keys is available for credit
card orders placed via Internet. For the buy linkdeen u U0 Hel p U0 About

After placing an order you will receivereail with the unlock code that will be needed
for the registration. This code allows unlimited use of the purchased version.

Registration

1 Open the registration dialog by tappiie nu G Opti ons U0 Regi str a
1 [Owner] field is already filled with the device owner name. It must be identical to

the owner name used in the purchase order. (See the registratah)e
1 Enter the code from the registratiomail into the Codq field and tap QK].

When registration fis:

1 The owner name must matataée sensitivg!the name used for the purchase.
1 Use default keyboard when typing.
1 Contact our support centersatpport@resco.net

Upgrades

All legal users have the opportunity to download updated versions and get tiegistra
code for free during the 1st year since the purchase date. Later, they can take advantage
of a 50% discount for the next year's updates.

To retrieve the registration code or the discount codewsgit.resco.net/regcode.asp



http://www.resco.net/regcode.asp

Acknowledgments

AES code is based on the code from Dr Brian Gladman. Following conditions apply:
<AES>

* Copyright (c) 2002, Dr Brian Gladman < >, Worcester, UK.

* All rights reserved.

*

* LICENSE TERMS

*

* The free distibution and use of this software in both source and binary

* form is allowed (with or without changes) provided that:

*

* 1. distributions of this source code include the above copyright

* notice, this list of conditions and the following disclaimer;

*

* 2. distributions in binary form include the above copyright

* notice, this list of conditions and the following disclaimer

* in the documentation and/or other associated materials;

*

* 3. the copyright holder's name is not used to endorse psoduct

* built using this software without specific written permission.

*

* ALTERNATIVELY, provided that this notice is retained in full, this product

* may be distributed under the terms of the GNU General Public License (GPL),
* in which case the provisns of the GPL apply INSTEAD OF those given above.

*

* DISCLAIMER

*

* This software is provided 'as is' with no explicit or implied warranties
* in respect of its properties, including, but not limited to, correctness
* and/or fitness for purpose.

*

* |ssue Date: 24/01/2003

</AES>




2 Quick Tour

/4 | start &F T 44 13:18 ok |

General @
Location: | SieEt =R e=ig -

Max # of Backup Sets: EI

|:| Stop applications befors backup
(requirs soft resst)

General Encrypﬁnn| Cunpressbn| Files
Done E

First Contact

This screen will display when you launch Rescqg
Backup for the first time.

It lets you cistomize the backup, i.e. to setup
where the backup data will be stored, which
method will be used etc.

For the time being we recommend to leave the
predefined settings a
project is setup to backup the complete device
(MessagesPIM, Registry, Databases and the
whole file system).

/ o | Resco Backup ¢F Ty, £ 13:19 [X

Last Backup:
MNewer

Next Backup:

@ Newver

(oo | e

Backup | Restore

Backup Menu

Basic Screen

Besides the two big buttons BACKUP and
RESTORE, the screen informs you about the d:
time and completion status of the last backup as
well as the date and time of the nearest schedu
backup.

;'.-,‘|Rﬁmﬂadmp &4, Voo 4% 13:48 ok
Filez: 295/295 Time: 00:00:55

File | status 7]l

| ] CeBitsStore.db oK =|

| ] 82335095CCB0C29BIESFE... OK

@] Sounds), OK

(£ Adr3100001d oK

(3 pmailatiachs oK

@ prailFolders OK

() pmailMsgClasses oK

@ prgilMsgs Ok -

i mrezill 2 raADrm e

First Backup

Letbs start and press
backup will take a while.

At the end you will get the summary screen with
the option to preview full details. If anything wer
wrong, the details list would start with red items
containing brief error text.

Tap any row and youol
about that item.

The result of the backup is calledhackup set
Depending on your preferences you can have
multiple backup sets.




/ 5 | Resco Backup ¢4 Y #< 13:48 [X RFNPNF-PRINTTS

Last Backup: Main screen changed: The gndeon says the

& Today 23. 1. 08 13:47 backup was completed successfully. If you tap t
Next Backup: status icon, you get additional explanation. This
(3 Never useful when you see the error icon.

PressBackupagain. Unlike the first backup, this
one will be much faster as it updates only modif
files. (We call thisncremental backupor
Update.)

Mew Backup

Other Tools
Update Last Backup
B :EL AT N e iy Last Backup New Backupi creates a newackup setYou can
" Today 23. 1. Backup Sets have as many backup sets as you wish.
Next Backup: ., - goclup Updatei brings the last backup set-tgpdate by
D never Schedule Backup storing just modified files. When you tap Backuy
button, you do actually Update.
Options e .
@ Advanced Mode Verify T checks whether the last backup istap
S date. It compares byAsy-byte your device conten
Backu[ g:_rltﬂ *1 | against the data stored in backup.
. . Backup Setsi shows the list of all backup sets.
Backup - Menu

Setupi use to customize the backup, select
files you want to store, set encryption or
compression.

Schedule- allows you to setup backups perform
regularly in your absence.

FOLT T A E Sl | selectVerify to check the backup set. The figure

Files: 298/258 Time: 00:00:15 shows sample results:

File | status 7|
i HKEY_CURRENT_USER =

There are 2 differencess(meansot eqal). Such
files should be normally updated, but in case of

li‘”“E"—L:’::L;"‘A:HZ”E - registry items the differences are normal.
CeBitsStore. e

I_-I E233009SCCEDCISEIESFE. .

B Sounds),

(£ fidr31000014

] »

OKindicates that files are equal.

Tap any row to get additional information about
the status of the respective file.

Verify provides:

hagllaccac a) Error checking

b) Info about the files that are not-tip-date.

c) Targeted update: Select MerlUpdateto
backup all different items.

prailFolders




"Il Resco Backup 4-'-';¢ Yx < 14:44 ok

23.1.08 14:38  EB.D& ME

Restore

While Backup creates a safety copy of your fileg
Restore does the oppositeit returns the PDA to
the state saved in the past.

To see the Restore in action return to the main
screen and pre$gestore Then choose a backup
set and select MereRestore.

@

Full Restore (All files)

( Restore Now )
|Force exact backup c{:m.r|@

Partial Restore

| elctFis.. |

Back

The next Restore screen allows you to select th
restore type:

Full Restore should be used after hard reset.
Remember this rujet can save you from future
problems.

Partial Restore allows selection of just those file
you want.

f. | Resco Backup +%, Y, #< 14:56
Files: 275(279 @
W1} Messages (E-mail, SMS, MMS) [a
[¥I[E3] PIM (Appointments, Contacts, ||

] @ Registry
.% System Databases

Appfn:atu:rn Data
ConnMgr

DS CMMapG

Partial Restore

Here is the screen afteryoutde | ect Fi

button:

You can select or deselect any file from the bach
set you wantorestgre. donoét

Messages / PIM data / Registry / System Datab4
must be restored as a whole.

Once you presRestorebutton, all selected files
will be restored.
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- | Rﬁg{: Backup 3 Y, «£ 15:11 ok

Files: 302,302 Time: 00:00:15

File Status v
P HKEY_CURRENT USER
i HKEY_LOCAL_MACHINE =

|| CeBitsStore.db

|| 82335095CCE0C29BIESFS...
B Sounds),
(£ fidr3100001d
@ prailattachs
@ pailFolders

Meolaczas

[u] »
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Verify & Restore

This is another cool Restore feature: When you
selectMenu>Verify in the first Restore screen, yd
start a comparison of the current PDA data agai
the selected backup set.

Best of all is that you can restore just the
differences. It is faster, it is safer and it allows yq
to resume an interrupted restore.

Some people wad like to do more and to decide
which of the different files will be restored. Well,
can be done, but you need to use the more com
Diff tool.

‘sl Default et Yo A% 15:40 (X
( Sstup )l ( Sats )l (Schadule)l
Last Backup:

" Today 23. 1. 08 15:07

Next Backup:
(% Tomorrow 24. 1. 08 12:00

New Restore

Backup

Do you want more?

Then switch to thé&dvanced Modeand read the
next paragraphs.




3 Working with Resco Backup

The manual is written for the Advanced mode. Basic mode offers only a subset of the
most used features. The only confusion may concern the meaning of the Backup button:
Backup button in the Basic mode means Update.

Projects

A project is kind ofa backup profile: You select the files, setup the scheduler and other
settings and give the whole thing a name.

Most people start with the preinstallBefault project that is originally setup to backup
complete device memory using fast compression arehoryption. Default project

exists all the time it cannot be either created or deleted. In other wod#$ault project

is what you know from other backup applications. You can eventually add encryption and
it could be all what you expect from backup.

However, there are a number of occasions when the people invite alternative profiles:

1 If you want save only the contacts or just store them separately.

1 Power users that frequently install new software may need alternative backup
scenarios to be able to weh to various moments in the past.

1 Users taking seriously the question of security can organize multiple projects
with different periodicity’ daily and weekly for example.

Remark:
Whenever you use a natefault project, its name is displayed in the tiide. As long as
you use the default project, the title bar segsco Backup

Select predefined project @ General | @
T |
Location: |5t-::rage Card v|
Max # of Backup Sets: {0 = unlimit=d)
et et

Thanks, 1 decide myself Content-basad Update
General | Encryption | Compression | Selection

Done Cancel

Figure 17 Project creation Figure 271 Project Setup



Incremental update

Incremental update, shortly calledpdate”, starts by the comparison of the backup set
vs. current device data contents. The comparison can be eithdéradate (default) or
contentbased (bytéy-byte). The latter mode is slower, but catches the rare cases when

the file date is intentionally falsifte

Based on the results new files are added to the backup set or some of the old ones
updated. Files that were deleted from the PDA since the last backup are deleted from the

backup set as well.

Update is generally much faster than the full backup. @.eoragy as only a small part of
the files was modified.) However, performing full backup from time to time is a wise

policy.

When you press Update button on the main screen, the Update is performed on the last

backup set in the current project.

File (data) selection

What to backup: 3 /288 @l

IERE[EY vessages (E-mai, SMS, MMs) [ R
PIM (Appointments, Contacts, [ |
v]i@* Registry =
i %{ System Databases -
- Files
—-m|_]} Application Data
+ MDs
+ | Microsoft
[4] i [ (]

General | Encryption | Compression | Files

[«]

Figure 3 - File selection

You can access file selection via Setup
Dialog, tabSelection

Note that you can select both RAM and card
files. Most users want to save the memory, of
course, while the possibility to adade card
folders is just an addn option.

Resco Backup allows you to select any folder;
individual files cannot be selected. The folder
is then stored as a whdleecursively, of
course.

Partial selection
Once a complete folder is selected, the backup

will always encompass all its subfolders. If you, however, unselect some subfolder, you
create gartial selection. Since this moment the backup will ignore new subfoldgmi
have to add them to the selection manually if they should be stored.

Example:

If you unselect some application under /Program Files, you have to take care about the

newly installed applications, too.



Compression and encryption
Access to the compression or encryption options leads via Setup Dialog.

Resco Backup uses zifased compregon/encryption. Unlike the general expectation,
the extra computational power needed for the compression is compensated by savings in
the card writing. In most cases the compression even speeds up the backup process.

Note that the fastest compression doesstry to squeeze the images, video, audio and
zip/rar files as these files are already compressed and the savings are not worth the effort.

The zip format is used even if the compression is switched off. In this case the files are
simply inserted intohte zip envelope. This might seem inefficient, but the reverse is true:
Clustering done on small files (storing several files together) reduces card access and the
number of FAT allocation blocks. The result is higher speed and card space savings.

Password once given should remain the same for all backup sets of the same project.
Password is queried on every use unless you spgmfe Passwordption. (Setup

dialog.) This is less safe, but saves you from retyping the password during various
backup actins. To schedule encrypted backups, you have to store the password.

We recommend leavingncrypt known filesswitched off. This means that common
executables (exe/dll/cpl/Ink/mui/rxf files) are stored unencrypted even if the encryption is
set up. This optin brings slight speed increase and (theoretically) incréasedrity.

Default project loses stored password during the hard reset. Other projects keep the
password stored on the card, i.e. it will survive the hard reset.

Restore requires password alwaysregarding th&tore Passwordption.

Backup sets

Backup set is the result of one backup action. It is stored in a separate card folder
(subfolder of /RescoBackypbject namé/, whose name indicates current user and time
of the last update.

Update button on the main screen modifies the last backup set. Older backup sets can be
updated from the Backup Sets dialog. If you want to create a new backup set, you have to
use the "New Backup" button.

Backup sets occupy considerable card space and it is a@visatantrol their number.
SettingMax. # of Backup Setsan be used in two ways:

a.) The value 0 (default) means unlimited number. In this mode manual update (from
the main screen) or scheduled update modifies the most recent backup set, while
[New Backup] btton adds a new set. It is your responsibility to control the space
devoted to the backup results.

b.) Non-zero value (n) acts differently:
- Manual Update updates the last backup set. (As before; no new set is added.)

! Prevents saalled plaintext attack, when the hacker has both the source and encrypted form. While this
attack may help for zip encryption, it has no real megufior AES.



- [New Backup] creates a new seidatheni if the number of sets exceeded given
limit i deletes the excess sets.

- Scheduled update keeps n most recent sets using a rotation scheme: It first
creates required number of backup sets. Since then it always updates the oldest
set, which in turn écomes the most recent one.

Backup Sets dialog provides tools (discussed elsewhere) for the backup set management:
- Verify compares the selected backup set vs. current project files.
- Diff dialog offers even better tool for the backup set analysis.
- Delete removes selected set from the card.
- Update brings selected set-tgpdate.

The use of the mukselection:
- You can delete several backup sets at once.
- If you select 2 backup sets, Diff will compare them and display the differences.

The All BackupSets dialog (MenBackup) lists backup sets from all projects.

- | Default 3 Voo 4% 11:08 ok

Name | Date 4|  See
€ Resco 5.10611:07 356 MB
o Resco 25,108 11:05  8.26 MB
/1 Resco 25,108 10:56  185.31 kB
o Resco 24,108 15:36  185.31 kB

Done Menu

Figure 4 - Backup Sets Dialog

f" | Resco Backup 7 f" | Default € T o 11:23
Created on: Palm Treo 750, WM 5 ";;”'E — | Date af  See
I'ma LD 25,108 11:07 356 ME
Icon Iélﬂli‘zl‘\? |L| 4 Resco I5.1.0811:05 825 ME
Note R 131 ke

e 10=E55
v J SO Backup set 1] 18531 kB
IJz= this set if anythig goss wrong

Done E Menu Done Menu

Figure 5 - Backup Set Properties Figure 6 - Error Log



Backup Set Properties

Backup sets have customizable properties that can be changed via Backup Sets Dialog:
A Icon: Choose a custom icon for easy reference
A Note Custom label for the backup set. First line or first 15 characters are
displayed in the backup set list.
A Pinning Pinnel backup sets are ignored by automatic updates and by manual
updates initiated from the main screen. The only place where a pinned set can be
modified is the Backup Sets Dialog.

Error Log informs about backup setds status.
1.) Valid backup set backup set was completed successfully

2.) Aborted- the set was aborted (manually or because of outside factor = call etc.)
during it's completion.

3.) There was a crash during backup crash appeared during backup process.
4.) Other error messagesuch as for exampteard full or Write error etc.

Manual Backup Options

The dialog allows the customization of the manual backup common to all projects:
- A sound signal after the backup process completes (never, always or on error),
- The report dialg (never, always),
- Turning off the device after the backup completion (never, always, or if it takes
longer than 30 seconds),
- Exitif no Report is shown (never, always, after long backup)

i ) G 18:11 ok
Behavior after backup @
Besp |ﬁ.h.-ta*,rs v|
Report |Never v|
Turn Off |After Long Backup v|
Exit |r'-le'.rer v|
{if no report)

[ oo |

Manual Backup | Scheduler | FIM
Done

Figure 717 Manual Backup Options diaog



Scheduler

Allows unattended, automatic backup that will take place without the user intervention.
Scheduler can perforfall backup (creates new backup set)incremental update
(modifies existing backup set). Incremental update is faster.

Schedulecan be set to run at regular intervals (at certain day time or every x hours).

Scheduler failures are logged and the user is notified via something reminding missed
call notifications.

: :E i 18:11 ok
Schedule backup 11:29:21 (@ Scheduler Options @

Mode: |Updats -] | tog | Allow Scheduled Backups
Disallow f battery below %

m Tu T > | = | DTurnﬂﬁaﬂers:heduled backup

C:I At I:E Show abort button
Show countdown dialeg
@ hours (1-12)

from | 9:00 14 to[20:00 2

Manual Backup|| PIN | Log
Done

Figure 81 Schedule dialog Figure 917 Resco Backup Options Dialog

Scheduler maintains a rotating set of backup s&tax('# of Backup Setsin the Setup
dialog). Example:

Setting this number to 3 means that the project will try to keep the last 3 backup sets.
l.e. theg backup sets will be subsequently created:

A Set A (ktscheduled backup) , set BxfR set C ()

A Set D as the update of the set )4

A Set E as the update of the set B)(5

So after 5 backups you will have 3 sets: C, D and E.

Additional scheduler optionscommon to all projects are acessible under the Resco
BackupOptions dialog.

A You can for example (Fig. 9) hide the countdown dialog or the abort button in
the progress bar (to prevent unwanted abort while carrying the PDA in the
pocket) or disallow scheduled backups if your battetgadow.

A The PIN tab allows you to specify the PIN code of your phone. If youZio so
and if the scheduled backup terminates with a fietfeg phone functionality
will be restored using this code.

A A brief scheduler log is available in the Schedule gjakhose needing more
details can use Options dialoghe Log tab.

2The PIN code is stored in an encrypted form as part of the Resco Backup preferences.



4 Restore

The reverse of the backup is the restaafows the data restoration to the state stored in
the backup set. If you perform restore after hard reset, then your handheld isiechpty

you need to start Resco Backup from the card. (It must be on any card that was used for
backupi Resco Backup checks this during each backup action.)

Every backup takes care about two things:

1. Makes sure that the card used for backup contains the €dtipy BescoBackup
application itself.

2. Performs the backup (i.e. creates or updates the backup set).

Hard reset erases complete device memory and you need to go through these steps:
1. Insert the backup card into your device.

2. Use File Manager to switch to tlard foldeResco Backupnd to start
RescoBackup application.

3. Press Restore button. Resco Backup will guide you through a series of screens.
First thing you need to do is to select a backup set.

4. If you do not see your backup set (this happens wheretlieedowner name
changed), then switch to tWelvancednode and sele®estoré All Sets If the
owner name is empty (the default state after a hard reset), Resco Backup shows
all sets anyway.

5. Next screen will ask if you want full restore (all files),partial restore (some
files). In the latter case you get thestreen for the file selection.

% Yx 'ﬁ_E’J ok

Date & Size
- - Full Restore (All files)
¥ Resco . p
4 Resco Verify ) 31 kB ( Restore Now )
Check Integrity
Diff |Force exact backup c{:pﬂ@
Delete
: Partial Restore
Properties
Error Log [ SekctFles.. |
= el s
Figure 10 7 Restore Figure 111 Select Restoe Type

% Force exact copyneans that files on the device but not in the backup set will be deleted from the device.



Advanced Restore

You can also use tHaiff dialog.This form lets you analyze the differences and select
individual data for the restore action.

Less powerful, but easier to understand is Verify. It detects the differences between the
RAM and the backup set and lets you eventually perform partial restprst different
files.

[
;
X
1~

/ ¢ | Default A T A2 P
Files: 561312

Wi Messages (E-mail, SMS, MMS)
[C1[E3] PIM (Appointments, Contacts,

[V Registry
.g System Databases

()

[+1

Il Application Data —
ConnMgr
DebugToolks

Figure 127 Select files for Restore

Preparation for Hard Reset

If you plan to use an old backup set, then it is a good idea to perform at least the Integrity
Check.

If you are going to make a new backtipen use this procedure:

1. Doublecheck the setup dialog

By default, everything is setup the correct way, but an extra check is a good idea:

a) Location should point to the card. (Internal memory is deleted during hard reset.)

b) Doublecheck the file selemn. If you are not sure, then select everything except the
storage card. (This way you select all memory files.)

2. Perform backup
3. Perform Verify.

If you Verify immediately after the backup, there should be no difference. Later on you
will see differaces in registry and similar files. If Verify indicates differences, you can
press the Update button.

After these steps are done, you know for sure that an exact copy of your RAM is stored in
the backup set.



5 Other tools

Date vs. Data comparison

Date compaison is the usual solution used by all other backup packages. It will discover
any changes that are made in a standard-waywhen the file change is accompanied
by a respective change of its modification date.

However, this method won't notice a nifazation that:
A Is made intentionally so that the size/date values remain constant.
A s interrupted by force (e.g. by a crash).

Data comparisondiscovers all changes, but is substantially slower.
Recommendation Use comparison by date and from timeireet perform Verify.

Verify dialog

A simple tool to compare the backup set vs. the device. Verify performs binary
comparison and discovers thus any differences.

Notice that some files (such as Registry) may change virtually at any moment. So, do not
conside any difference as an error or a reason to do an update.

Notice also that if you tap any row, Resco backup will display a brief explanation.

Verify offers additional actions:
A Update of the files that do not equal to their originals
A Delete of the selected file from the backup set

If you use Verify as part of the Restore process, it will allow Restore instead of the
Update. This provides a rather advanced restore tool.

/o=y S0 G 18:07 ok B Tt ok
Files: 297,298 Time: 00:00:11 Files: 343/346 | - | = I + I . |E|
Filz

Mame I
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- | |Sereendds.png

(] »

MotInBackup
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=
T
<,
r
1
I
T
I
I
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I
m
I

; s i/ HKEY_CURRENT_USER
B3] pim.ve = i HKEY_LOCAL_MACHINE
[ ] o031.tmp oK 8] Repistor
(3 32000081- 32000042 att oK | |CeBitsStore.db

| 82335095CCBOC29BSESF6732A421A63E. .
Sounds),
(-3 fidr3100001d
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Diff dialog

The Diff dialog goes even further than Verifyt enables e.g. selective backup/restore
based on the comparison of the idews. backup set. This can be an invaluable tool for
many professionals.

To open it, start the Backup Sets dialog, choose a backup set and select [Diff] (using
menu or context menu).

You can select comparison by date, by contents, or by both as wellate selected set
of data.

Main dialog controls:

A The icons at the top represent comparison results. (See bellow.) By tapping
these icons you change the file selection. E.g. to select all files that were not
yet backed up, press the first icon.

A To change the sort order tap respective column label.

A To select/unselect specific file manually, tap respective list row.

Icon meaning left to right:

A Device only: File is missing in the backup set

Device newer: File is newer than its copy in the backup set
Equal: File and its copy in the backup set are identical

Not equal: File differs from its copy in the backup set
Backup newer: File is older than its copy in the backup set
Backup only: File exists in the backup set only

> > > > >

Icons are disabled if there existsho | e wi th given status. (E.g.
produce ADevice newero state, as it does not

Diff dialog menu offers:

A Update performs update dafll data (files) that are selectedt given instant.
Delete deletes (from backup set) all files that are seleategiven instant.
Compare by (Date/Content/Bottgelect the comparison criterion.

Select allows the selectionf only certain type of data (Registry, Messages,
Databases) and offers selection options.

> > > >

The Diff dialog can be launched also within the Restore process, in which case it offers
Restore instead of Update.

Comparing two backup sets

Open the Backup Setsallog and perform these steps:
2. Menu > Multiselect
3. Select two backup sets
4. Menu > Diff

In effect, Resco Backup will perform binary comparison of all stored files and display the
differences found. (For the explanation of the symbols used see the dialog help.)



Registry Diff
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Figure 15 - Registry Diff Figure 16 - Registry Diff

You can launch this tool either from the Verify report (by tapping on a Registry item) or
from the Backup Sets dialog.

Registry Diff ompares live Windows Registry against the state stored in the backup set
and shows a summary of the differences found. A tool that will be certainly highly
appreciated by many professionals.

Checking backup integrity

Letds face it . ia(ortbatterkosgay aseedffiles)sand aan beanodifiedf
or corrupted whether intentionally or not. Say you want to do a restore to an old state.
How can you be sure that the data created maybe six months ago is still correct?

Some people could say, thihe backup program should discover it during the restore.
Unfortunately, this might be too late.

Letbs explain how Resco Backup protects the

A Zip algorithm contains buiin CRC checks. Hence a change of any individual zip
file will be discovered whennpacking its contents.

A A global CRC of all zip archives is computed and stored separately.
The Integrity Check (accessible from the Backup Sets menu) checks this global CRC.

An integrity error is a serious signal that something is wrong with the baekujp does
not mean you canb6t use the backup set, just

For example if you manually (using a file manager) delete part of the backup set, Resco
Backup will detect it as an integrity error. Yet, you can decide to ignore thenganmd
use the backup set anyway.

Note that the Restore automatically performs the integrity check and issues a warning if
the check fails.



6 Security

Imagine all the risks your data have to face:

1 Something happens during the backup creation: a crashe ghtina software
bug, card corruption etc.

1 Card corruption introduced at some later time.

1 Somebody stealing your card or even your device.

1 etc.

Resco Backup offers multiple tools to minimize the impact of the above risks:

1 You can use the AES encryptidmt was adopted as industrial standard.
Hence your data will be safe before prying eyes.

1 The use of the Verify procedure minimizes the risk of integrity errors or other
problems such as the card corruption.

1 Verify includes an integrity check that checks possible data changes in the
saved backup set. It cannot happen that a backup set is cliangether
intentionally or not.

1 Integrity check is performed automatically prior the important actions such as
verify or restore.

1 In case of any failure of thaitomatic update the user is notified via system
notification mechanism. (Similar effect as for a missing call.) Hence you
cannot miss the fact that the scheduled backup failed.

How strong is the zip encryption?

Concerning the safetyjp encryption is notconsidered as safe for the industrial
purposes. However, it is safe enough for any normal use. If the security is your priority,
then use AES encryptidndiscussed in the next chapter. In any case remember that the
encryption safety depends first of afl the password quality.

AES and security

AES stands for Advanced Encryption Standard. AES is a symmetric key encryption
technique adopted as common standard for safe encryption. AES provides significantly
better security than standard zip encryption.

When talking about the security, there is no such thing as absolutely secure algorithm. A
better attitude is to talk about the costs needed to break the code. (Remember that DES
was considered as secure for years until the computers improved to the extiet tha
costs of the code breaking decreased to a reasonable value.)

To illustrate AES safety this way, here is a citation from a security expert (2004):



ACorrect | y i 1h38lsdkelytoprotedt agaiisSa million dollar budget for
50+yearsand gai nst individual budgets for at

To conclude, protocol, implementation, computer security and user practices are much
more important than crypto algorithm! The by far most critical thing is the password
guality. Remember, if youse your initials as the password, then you could equally well
leave your data unencrypted. A wktlown general advice: Always use a mix of
lowercase/uppercase letters, digits and special characters.

AES implementation
Resco Backup uses zip fornwatmpatible with WinZip, 7Zip, PowerArchiver etc. If

you copy the backup set to the desktop, you can use these utilities to extract stored files.

Note that older ZIRutilities mostly do not support AES encryption and thus will not be
able to unzip Resco Backupchives.

Only the content of files stored in a Zfike is encrypted. The file name, date, size and
attributes are stored in unencrypted form in the-lPheader and can be viewed
without a password, by any tool that can access il&lP

Other implenentation details:
- Empty files are not encrypted.
- User can (and should) choose not to encrypt publicly known files. (Encryption

Setup) The idea behind is that it has no meaning to encrypt files that can be found

on the webin fact the encryption of sudiies just adds on computational
complexity?

Safety and scheduling

Unfortunately these two things go against each other. If you want to have unattended
automatic backup, the password must be stored someisbetet it could be applied

when the backufs created. Resco Backup stores this password in an encrypted form, of
course, but a good hacker (not necessarily a crgppert) can simply debug the

application and get access to the password. It is the same story as tpeateptyon
schemes: Evergcheme can be broken, it is just a question of time and money.

Default project is a bit specific: Project definition resides in memory, while the data
(backup sets) are on the card. In this respect, a card loss presents no riskhat all
encrypted pasgord stays on the PDA.

However, for nordefault projects all data is stored on the card and the risk is greater.

* This enables soalled plaintext attack, whe the cracker has both source and encrypted data. Such an
attack can be successful for weaker encryption schemes. However, AES is that good thext#tiscks
have no chance either. Here another citation from a crypto expert:

AEven i f ysowbitthaditrcontaieed evargbyte of data in the world, and the attacker had both
the plaintext and encrypted versions, there is
® This is valid for symmetric schemes such as AES. Asymmathierses would probably allow for safer
password storage, but they are more difficult to implement.

eas

still



To sum up: Do not use scheduling if the safety of the encrypted data is the top priority.

Encryption speed

AES processing brings speed pky. The reason for the sledown is the safety. AES
initialization is made computationally complex to prevent brute force atfacks.
Our sample tests showed that:
- A typical backup will slow down by 50% (if known files are not encrypted).
- Impact on the/erify procedure is even larger.

Still, the time needed for backup remains very favorable when compared to other backup
solutions.

® Attacks based on the enumeration of all possible passwords.



7 FTP Backup

FTP (File Transfer Protocol) is a standard protocol for exchanging files over TCP/IP
networks. Resco Backupl@lvs for storing the backup sets on a remote FTP server
placed somewhere on the Internet, which gives you an additional dimension of safety.
There are two basic conditions in order to use FTP backup:

- You need working network connection. (In other words yeed to be able to
browse the web.)

- You need an account on some FTP server.
You need to switch to the Resco Baclatlyanced modeo access FTP menu.

About FTP

FTP communication involves two sides: a server and a client. The server takes care about
the stwage in the clouds, while the client is Resco Backup itself.

FTP server listens for client connection requests. Once connected, the client can do file
manipulations such as uploads, downloads, rename, delete etc. Full description of an FTP
server accounbbks like this:

URL.: ftp.microsoft.com (or its equivalenthe IP address)
User: MyName
Password: MyPassword

The connection starts with a login, i.e. supplying user name and password. These
parameters determine the user rights, i.e. what is the Useedlto do.
Where can | take an FTP server?
There are several options.
- Business users might get an FTP account from their company.

- There exist public FTP servers such as ftp.microsoft.com. Besides they can serve
as a data source and for training, thailue is limited.

- The advanced users will be able to create their own server. See bellow.

- What remains are FTP hosting services. They are public sites that will provide
you an FTP account. Some of them (for examplev.DriveHQ.con) provide
free entrylevel services. If you give it a try, you might be surprised how easy and
useful itisi and not only for backup.

How to build your own FTP server

If you look for information, do the easiest stepoogle for "ftp server " There exist
ready FTP servers for each platform and many of them aredtdeast for personal use.


http://www.drivehq.com/

Newer Windows versions include basic FTP support as part of the 1IS (Internet
Information Services). Can be enough for personal use, but 3rd parseRid?s
perform better.

While the installation uses to be straightforward, setup may require more work: At the

minimum you need to specify the data storage (folders) and users with their access rights.

One problem you will have to solve is the IP addréske@FTP server. You can either
purchase a fixed IP address (a cheap option) or employ additional software that enables
the use of the dynamic IP address. (Basically it takes care that whenever the dynamic
address changes, the DNS server gets this infamso that the symbolic name of your
server always links to the current IP address.)

FTP servers listen by default on the port 21 for incoming connections from FTP clients.
(Your firewall must allow this port.)
FTP security

FTP servers as a rule use plgxt login and file contents are sent in clear text. Data sent
is not encrypted either. Neither of these properties is particularly pleasant.

Some servers allow at least for a secure login. (It means your name and password are
encrypted.) Resco Backuppmorts common protocol called TLS authentication.

If your server supports also FTP over SSL, Resco Backup will make use of it, too.

Our suggestion is to use FTP security (if available) and to encrypt the backup set-as well
best of all with secure AES enyption.

FTP Reliability

- Data is as safe as the underlying tcp protocol. (Not bad, but today standards are
higher.)

- FTP protocol itself does not have any check on the receiver side. However, Resco
Backup implementation is safer due to additional checks.

- File transfers may fail if another client simultaneously modifies the file. (A
theoretical possibility.)

- If you want to doublecheck the uploaded data, download the backup set, open the
Backup Sets dialog and perform the Integrity check.

Traffic requirements

Backup sets contain large amount of data and unless you have a fast connection (CDMA,
EVDO, WiFi, local connection to PC), uploading a complete backup with all your device
data is a pain.

It does not mean that you c awdohnectioan.kreu us e
still can create a custom project for just the most important data. E.g. if you decide to
backup your PIM data over FTP, the data traffic will be many times lower.

Another thing to note is that after you make the first upload, subsegpeates will be
much smaller.

of



Using FTP in Resco Backup

. | Default & 0 1 18:26 (X
(sewp ) ( sets ) (schedule |
Backup k
Last Backup: Restore
' Today 12/11/08 18:24 | project  »
ETP Backup Sets ;
All FTP Backup Sets
Options
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Log Help ,
L Exit

Figure 17- FTP menu
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Figure 19- FTP Options
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Figure 18- FTP Options
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Figure 20- FTP Options

Resco Backup allows you to set one FTP account undé&TiReéOptions Dialog

- Gener al tab

speci fies
use, then leave it emptythis is the same as using the default port 21.)

t he

connect

0]

n

- Security options dgend on the abilities of the FTP server you use. In other words
T if you setup secure connectioruse theTestbutton to see if it works.

- Code page might help when your FTP server uses incompatible character set.

- UsePassivemode unless you know that yogerver requires th&ctivemode.

- Resco Backup replicates the card folder structure on the FTP server. In other

words, all data that Resco Backup places on the server is under the root folder

/IRescoBackup. This is usually enough, but you mayRé&seote Ditto specify an

extra folder level.

par a



Comparing against another FTP client:

In case of a problem you may verify the server functionality using independent FTP
client.

There are plenty of free desktop clients. Just pay attention that you correctly setup the
connection. You can even compare the logs from both programs and come thus closer to
the problem.

FTP Backup Sets dialog

11.12.08 18:24 557 ME

4 Resco 10306 23:54 SO0OME  OK
Resco 1.1.01 0:10 7 oK Update 20.3.06 23:54
Update 1.1.01 0:10
Delete From Card
Done Menu Done Menu
Figure 21 - FTP Backup Sets (FTP size is Figure 22- FTP Backup Sets
unknown)

Thedialog looks similar to the standard Backup Sets dialog. Every backup set listed is
located:

- On the card (such sets have an icon & the FTP column is empty),
- On the server (OK sign in the FTP column & no icon), or
- In both locations.
Backup sets with errorigplay error signs in respective columns.
Actions that can be performed on the selected backup set:
- Upload creates an exact copy of the local backup set on the remote server.
- Download creates an exact local copy of the remote set.

- Update: You can use a kal set to update one of existing remote sets. (Fig. 22)
As a result both sets get synchronized and the remote set is renamed to match the
local set. Note that while the Update concept may look as more complex, it is
actually much more efficientit savesboth the network traffic and your money.

- The last actiofi the Deletei can be performed both locally and remotely.
Upload/Download actions are realized as a full copy if the target backup set did not exist,
or as an Update otherwise.



Treatment of error backup sets

- Upload of a local backup set with error is considered a normal upload and the
result (in case of successful upload) is a correct remote backup set. (l.e. the error
is Al ostd in the upload process.)

- Upload error results in an invalid remote $&¢sco Backup cannot synchronize
such sets. For example an aborted upload cannot be resumed and you need to
explicitly delete the incomplete remote set.

- Download of a remote set with error: If the local set with the same name exists,
the download is refuske Otherwise the download is carried out.
Upload algorithm
Here is the sequence of the steps involved in the backup set upload:

- The name of the backup set that 1is being
both first upload and any update of the backeip

- Upload of individual files follows.
- Manifest file' is uploaded as the last file.
- At last the A~0 prefix is removed from th

Above algorithm guaranties that any remote set with a standard name (i.e. not starting
wi t h a f +and coritains avalid mamitest file. All remaining remote sets have
an error.

In case of an update of a remote backup set the sequence is modified: The manifest file is
downloaded first and compared to the contents of the local backup set. This yelds th
list of files that need to be uploaded.

As a result the backup set upload is both efficient (files that do exist are skipped) and safe
(the Avalidationo of the copied set is perfo
FTP Log

The log contains complete historiytbe commands sent and server responses received
since the last connect. (Excl. data communication, of course.)

The log is created in the interaction of Resco Backup and remote FTP server and as such
is technically oriented. Disregarding this, it is off@ssible to detect the problem from
the log. (After all, there is no other possibility.)

Sent commands are numbered for easier orientation.

Server responses always start with a numerical code, e.g. the 5xx codes denote a negative
reply. The meaning of thedes can be found on the web.

" Manifest file collects the information about the backup set files such as the name, dztecksdm.
This file controls the synchronization. It decides which files need to be copied and if it does not exist, the
synchronization cannot be performed. (This is the reason why an aborted Upload cannot be resumed.)



8 Desktop Unpack Tool

The Unpack Tools is a Windows utility that can access the data stored in a backup set.
You can install the Unpack Tool either using Resco Backup exe installer or download it
as a standalone utility frorhé Resco web site.

Prior to looking at the data you need to copy the backup set to the PC. This can be done
in two ways:

- Offline T by using the ActiveSync or any other way of getting the data from the
devicé to the PC. You can for example insert the dedard into the PC (card
reader) and access the original backup set without any file transfer at all!

- OnlineT using theGet From Devicemenu button. The advantage is that you
dondt need to care about the Resco Backup
device must be connected to the PC using ActiveSync.

When ready, you can:

Browse files, contacts;mails, SMS, Registry etc.

Open the known data items in the associated application.
1 View images
1 Read emails, SMS
1 Open Office documents
1 Etc.-in geneal you can open any file that is your PC able to handle

Extract selected data items

Export data into csv and other formats

The Unpack Tool offers a lot of functionality and some typical use cases are
demonstrated below. Basically there are 2 modes gouwse:

- Select thébeviceroot and tap th&xtract Allbutton. The result an exact copy of
the device files on your disk. You can then browse the device files, perform a
comparison to an older image etc.

- Browse the backup set in the Unpack Tool and useagpond open (double
click selected file) and extract. The most important advantage of the Unpack Tool
is that you can open contactimails, SMS etc.

The rest of this paragraph illustrates typical use cases.

8 Backup sets are stored under twoations on the device:
Under the card foldeRescoBackup
Internal memory uses the folder /My Documé&ResscoBackup
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Figure 23 - Contact preview

Unpack Tool shows only the most important contact fields. When you want to see the
complete details, you need to doublek the contact item. Note that you can do miore
export the contact into weklnown csv/vcf formats. To do so, tap expbutton in the

title bar or use the contact context menu. (Riuk the item.)

The .csv format lets you import contact(s) into the spreadsheet programs.
The .vcf format is recognized for example by the Outlook.

You can export one contact or all contaots any selected subset. (Use the multi
selection.) Ability to export contacts can be considered as an alternative way-of safe
guarding you data.

Figure 24 - Calendar preview

You can preview appointments or call history as well.



