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1 About Backup

Resco Backup is an easy-to-use but powerful utility to protect the data stored on your Palm.
With our software you can create backups of your handheld's RAM, schedule them to occur at
intervals of your choice and restore them when needed.

The RAM data can be saved to the card or any connected drive in general.

Backup is seemingly a straightforward action. In many cases it is really so - mainly if you use
older handhelds or have a simple installation. However, things may become more
complicated...

Following paragraphs discuss what you should know in order to keep your data safe.

w Default

((Setup ) ( Sets ) (Schedule)

Last backup:
Today 10/20/05 154 pm

(Update | [ Verify |

Next scheduled backup: (&) I}
Tomorrow 10/21/05 12:00 pm

[New Bucltup] { Restore.. }

Fig. 1 — Resco Backup

Basic features
= Basic or advanced GUI acc. to the user preferences
= Backup projects, separate backup of sensitive data (contacts, phone calls, images etc.)
= Good qualitative parameters — fastest backup solution, very good compression
= Encryption
= Full or incremental (fast) update
= Multiple backup sets, multiple users
= Partial backup and restore
= Flexible backup scheduler triggered by time, Hotsync, power-off or application exit

Advanced features
= Comparison of the backup set vs. RAM by date or by content
= Comparison of 2 backup sets
= Manual editing of the exclude list
= Live filter (Allows e.g. to define project that will backup all eBooks)
= Backup of the internal drive
= Possibility to restore deleted files from the archive
= Open format (backup sets are zip archives)
= Advanced options targeting stability and NVFS-related problems: application locking,
DbCache cleaning etc.



1.1 Specs, installation, registration

Technical specifications

RequirementsPalm OS 5+
Backup set pattcard/Palm/Backups
Backup set formattandard zip archive; can be accessed with e.g. Resco Explorer

Installation

To install RescoBackup.prc:
= Add .prc file to the Palm Desktop Install Tool:
(Double-click the file, or drag the file onto the Install Tool window)
= Start HotSync on your Palm Handheld

Uninstallation

Simply delete the RescoBackup from the handheld.
You might want additionally:

= Delete RscBackup from the card.

= Delete card backup folder /Palm/Backups

Registration
Resco Backup for Palm @&omes with a free 14-day trial.

The trial is functionally identical with the full version except it stops working after 14 days.
You can get it working again either by purchasing the unlock key or by installing a trial of a
higher version.

After the purchase of the full product, you will receive the unlock code that will allow
unlimited use of the purchased version of the product. You will also be entitled to free
upgrades within one year from the date of the purchase or as long as the major product
version does not change.

(Major upgrademeans a change of the major version number. E.g. 1.10 -> 1.20 is a minor
upgrade, while 1.20 -> 2.10 is a major upgrade.)

1.2 Resco Backup vs. Resco Explorer

Basically, the Explorer offers simple manual backup. Whoever is satisfied with manual
backup and does not need many advanced features offered by RscBackup, might stick to
Explorer. The rest would do better with RscBackup.

The core engine is very similar and built around the zipper.

RscBackup uses clustering of the packed databases, while Explorer uses just 1 cluster for
small files. This brings up to the 30% speed advantage and some space savings. (Less FAT
blocks are occupied.)

RscBackup can handle databases whose names differ in case only and adds many advanced
features such that scheduled backups, projects, exclude list, diff dialog, backup set
comparison, application locking, backup of the internal drive, advanced options such as
notification blocking, DbCache cleaning etc.



2 Quick Start Guide

Welcome at Resco Backup - fastest
and most complete backup solution,

Start please with the help menu:
the few brief tips may save youin
the future.

Note the sample projects listed in

Here is the introductory screen you get right after the first
launch. It is wise to follow the advice and read at least the
topics related to the error handling.

Remember: A backup program is at mercy of the applications
that are just running on your PDA. If you have a clean

( Close ) (Export ) [ Verify )

the top right corner. Study them, installation ! you wi || ney
modify or delete - as you wish,
[ Defaul . . . .
[ERCENE cgr images| 1 he basic screen showing the pre-installed projects:
Last Backup: Contacts .
? New Project.. - Default project serves to backup the complete RAM.
Next Backup: (oeieteProject. Many users don"“t need mo
< Never making an occasional RAM snapshot—and t hat
J - Camera Images is about the RAM images. Note that this
@} project is created only for modern Palm handhelds and
that the images are not included in the Default project.
(The only exception.)

- Contacts project takes care about all PIM data (incl.
memos, tasks etc.). This data is included in the Default
project, but if you want an extra level of safety — here it is.

Bo il Let’s start and press the big Backup button. First backup
Files: 22/22 will take a while. (Certainly not the 3 seconds as you see in
Time: 00,00:03 . . . . .
CalendarDB-PDat th_e picture — t_he |Ilust_rat|on figures are from a simulator
canon-ixus.jpg ok|| with a simple installation.)
ConnectionMgr50DB OK ) .
ContactsBDIndex-PAdd okll At the end you will get the results screen. You see how it
St okl should look like. Should anything go wrong, the list would
Find_DB okl  start with red items containing brief error text.
Graffiti ShortCuts OK#

I f you don"t trust the r

talk about it a bit later.

es

Last Backup:
Today 04/19/07 6:37 pm
Next Backup:
2 Never

@ Backup '

Here is how the main screen looks after the backup
completion. It says that the Default project was just backed up
and (Next Backup) the project is not scheduled for automatic
backup.

Press Backup again. Unlike the first backup, this one will take
just an instant as it updates only modified files. (We call this
incremental backup.)




See a few more possibilities you have at your disposal:

- Verify checks whether the last backup is up-to-date. It
compares byte-by-byte RAM against the data stored in
backup.

- Scheduler allows you to setup backups performed regularly
in your absence.

- Select Files option allows you to create partial backup. Look
at the files selected for
why this option is here.

- Setup allows you to modify how the backup works. E.g. you
can specify password encryption here.

] ) Options Help
Schedule /S
Scheduler Log... 7L
SelectFiles... /F
SetupBackwp.. /O
Advanced Mode

d | Backup |

3¢ : i
Files: 23/23
Time: 00:00:01
MyNotes.txt I=
Saved Preferences I=
Unsaved Preferences I=
CalendarDB-PDat OK
Canon-ixus.jpg OK
ConnectionMgrS0DB OK
ContactsBDIndex-PAdd OK
ContactsDB-PAdd OK#
( Close ) (Update) [ Delete )

We could have run Verify right after the backup was done and
you would see that al/l i s
return later, you will find a different picture.

The figure shows 3 differences. (!= means not equal)

One difference is marked in red, i.e. it is worth of noting. (We
intentionally modified this file.)

The of"’heirt &&ms are in black
these files have been modified since the last backup. (Press the
?? button — it will tell you just that.)
Take e.g. the preferences — they were modified by
RscBackup when it closed the last time. Note that you
might have more such files that are updated on the fly.
Verify is an extremely useful tool as it provides

a) Extra level of trust

b) Information about the status of the backup data

c) Targeted update: If you press the Updatebutton, then

al | red all “1! =" jtems

RESTORE

p i
Date ¥ Size:

HotSync
Eﬁ 04/19/07 6:37 pm| 2071k

( Close )

(\Verify ) (Next..)

While Backup creates a safety copy of the RAM contents,
Restore represents the opposite process — it allows returning to
the RAM snapshot saved in the past.

To see the Restore in action return to the main screen and press
the Restorebutton. The picture shows the first Restore screen.
Press the Next button to move on.

Remark:

What is it —a backup set? It is a snapshot of memory. (Or
more precisely — of the databases selected for the project.)

So far we created just one backup set, but you can have more
of them. (You specify the number of backup sets in the project
setup. Scheduler will then maintain this number.)




2.Select Restore Type €

Full Restore (All Files)

The next screen:

(i) Full Restore should be used after hard reset or at least after
warm reset . (Warm reset =
Partial Restore Remember this rule, it can save you from future problems.

[ SelectFiles.. )
( Select Applications... )

Partial Restore allows selection of just those files you want. If
you want this you can go either by databases (more technical)
or by applications (easier).

P g qub_,o(L' ' 4 Here is the partial restore screen after tapping Select
* [ BB Medio Applicationsbutton.
* ¥ [ RscBackup .
* [ - Shortcuts Library You see application folders and individual files under these
= & I Singles . .. .
™ Filez folders. You can select either whole applications or just some
[¥ RescoExplorer of their files. In the moment you press Restorébutton, all
[ SnapperMail Installer . .
= L) Images selected files will be restored.
[ canon-ixus.j .. . .
-gmmh Note that this view offers a nice structured view of the RAM
Restore contents. And the advanced users will note that this view is
better than the presentation used in many file managers.
Backup i] Here is another cool Restore feature. When you return to
';:em‘e?gg%gm the first Restore screen and press Verify button, you start a
— comparison of the RAM against selected backup set.
Saved Pref I= .
Unsaved Praferences | The best of all is that yo
CalendarDB-PDat okll the differences. It is faster, it is safer and it allows you to
e okl resume an interrupted restore.
contactsBDindex PAdd sl Some people would like to do more and to decide which of the

different files will be restored. Well, it can be done, but you
(CCose ) Restore) (Delete) (32 | 1y 10 switch RscBackup to advanced mode and use the tool
called Diff. More about it in advanced topics.

If you came through all above steps, you can do a lot. However, Resco Backup offers much
more and it is up to you to select the right level of skills you would like to learn.



3 Working with Resco Backup

The manual was originally written for the Advanced mode. Basic mode offers only a subset of
the most used features. The only confusion may concern the meaning of the Backup button:
Backup button in the Basic mode means Update.

3.1 Default backup project

A backup project is a set of conditions that define the backup action:
= Selection of the databases that have to be stored,
= Setup parameters,
= Scheduler settings.

Since you launch Resco Backup the first time you are working in the so-called Default
project. Default project exists all the time - it cannot be either created or deleted. In other
words - default project is what you know from other backup applications.

v Default w Default
((Setup ) ( Sets ) (Schedule) Last Backup:
- Today 04/19/07 6:37 pm
Last backup: Next Backup:
Today 10/21/05 413 pm % Never

[Updnte] [ Verify J

Next scheduled backup: @

Never

[Ne\v %ckup} { Restore.. 1

] ] ] . Fig. 3 — Same screen in Basic mode
Fig. 2 —Main screen with Default project

(Advanced mode)

3.2 Incremental update

Incremental update, shortly called "Update", starts by the comparison of the backup set vs.
the RAM contents. The comparison can be either date-based (default) or content-based (byte-
by-byte). The latter mode is slower, but catches the rare cases when a database is modified
while preserving the old date. Based on the results new databases are added to the backup set
or some of the old ones updated.

Databases that were deleted from the RAM since the last backup are deleted from the backup
set as well. However, if you have switched on the archiving (Setup dialog), the deleted
databases are not lost, but they are moved to the archive.

Update is generally much faster than the full backup. (l.e. as long as only a small part of the
RAM files were modified.) However, performing full backup from time to time is a wise
policy.

When you press Update button on the main screen, the Update is performed on the last
backup set in the current project.



3.3 File selection

RAM

You can use the Select Files dialog to modify the file selection for backup.

(Notice that this dialog presents all RAM databases except those excluded in the Exclude List
Files: 19/24(39k) dialog and a few files that are excluded by default.)

As long as all files are selected, any backup action will
concern complete RAM contents (minus excluded databases).

However, once you unselect some file, you create a partial
selection.

Since this moment the backup will ignore newly installed

B EEEGSE .| RAM files - you have to add them to the selection manually if

v Raiont they should be stored.

Fig. 4 — Select Files dialog for RAM

Live filter (RAM)

Do you need to backup regularly (say) all your eBooks? Static enumeration will not help, as it
would skip newly added eBooks. Use so-called live filter instead.

Open Select by Filter dial og Usaarantinhea\ith e unde
this flag you can e.g. define the backup set as "All DBs with the creatorID REAd", i.e. all e-
books. RscBackup will evaluate the DB list at run-time and store also eventual new eBooks.

Notice the title of the File selection dialog: It will not show the number of files, but the filter
text. Notice also, that once you modify the selection (via pen tap or menu), the live filter will
be switched off and replaced by a static DB enumeration.

Drive

If the project is set as drive-based (this is specified when the project is created), the Select
Files dialog allows selecting of card folders that will be backed up.

=33/ Card: ~ POSESlot1(a)
_JAudio 2 Directory A Size
- _IDCM /DCIM/ Audio 2886k
—IAAQTEST |_[/DCiM/Bmp | 9688k}
_lAudio /Images 1881k
¥ p /NewFolder 815k
_JPalm Photos
_limages
My
+ _INewfolder
4 CIPALM ( Add ) (Change) (Delete )

Fig. 5 — Select folders to backup Fig. 6 — Select Files dialog for drive-based project



3.4 Compression and encryption

Resco Backup uses zip-based compression/encryption. Unlike the general expectation, the
extra computational power needed for the compression is compensated by savings in the card
writing. In most cases the compressed backup proves to be even faster than the uncompressed
backup. RscBackup uses the same zip engine as the Resco Explorer.

Note that the fastest compression does not try to squeeze the images and Palm documents as
these files are already compressed and the savings were not worth the effort.

Some users may find confusing that zip format is used even if they specify no-compression
mode. In this case uncompressed zip is used —i.e. the databases are simply copied and packed
into some envelope. This might seem to be inefficient, but the reverse is true: Clustering done
on small files (storing several files together) reduces card access and the number of FAT
allocation blocks. The result is higher speed and card space savings.

Concerning the safety, zip encryption is not considered as safe for the industrial purposes.
However, it is safe enough for any normal use. Remember that the encryption safety depends
on the password quality.

Password - once given - should remain the same for all backup sets of the same project. Any
change of the password will render unusable existing backup sets that were encrypted with the
old password.

Password is queried on every use unless you specify 'Store Password' option. (Setup dialog.)
This is less safe, but saves you from retyping the password during various backup actions. To
schedule encrypted backups, you have to store the password.

Default project looses the stored password during the hard reset. Other projects keep the
password stored on the card, i.e. it will survive the hard reset.

Restore requires password always disregarding the 'Store Password' option.

Project Setup (i ] Advanced Project Setup €
Backup: B DRIVE O Compute Cre

Name: Default O Compression

lot1 [ Archive Deleted Files
S [0 Content-based update

Max # of Backup Sets: 0
M Password [0 Store
MyVerySafePassword

(oK )(Cancel ) ( Advanced )

Fig. 7 -- Project Setup Dialog



3.5 Backup sets

Backup set is the result of one backup action. It is stored in a separate card folder (subfolder
of /Palm/Backups), whose name indicates current user and time of the last update.

Update button on the main screen modifies the last backup set. Older backup sets can be
updated from the Backup Sets dialog. If you want to create a new backup set, you have to use
the "New Backup™ button.

Backup sets occupy considerable card space and it is advisable to control their number.
Setting Max. # of backup sets can be used in two ways:

a) The value 0 (default) means unlimited number. In this mode manual update (from the
main screen) or scheduled update modifies the most recent backup set, while [New
Backup] button adds a new set. It is your responsibility to control the space devoted to the
backup results.

b) Non-zero value (n) acts differently:
- Manual Update updates the last backup set. (As before; no new set is added.)
- [New Backup] creates a new set and then — if the number of sets exceeded given limit
— deletes the excess sets.
- Scheduled update keeps n most recent sets using a rotation scheme: It first creates
required number of backup sets. Since then it always updates the oldest set, which in
turn becomes the most recent one.

Backup Sets dialog provides tools (discussed elsewhere) for the backup set management:
- Verify compares of the selected backup set vs. current project files.
- Diff dialog offers even better tool for the backup set analysis.
- Delete removes selected set from the card.
- Update brings selected set up-to-date.

The use of the multiselection:
- You can delete several backup sets at once.
- If you select 2 backup sets, then Diff will compare them and display the differences.
(Not available for All Backup Sets dialog.)

The All Backup Sets dialog (main menu) lists backup sets from all projects.

Backup Sets i)

HotSync Date¥  Size
?/17/06 10:36 am| 207K

X 07/17/06 1035am 196k
X 07/17/06 1034am 223k
X 07/17/06 10:32am 223k

® Multiselect | Verify | [ Delete
[ Close ) ( Diff ) (Update)

Fig. 8 — Backup Sets



3.6 Scheduler
Allows unattended, automatic backup that will take place without the user intervention.

Scheduler can perform full backup (creates new backup set) or incremental update
(modifies existing backup set). Incremental update is faster and enables archiving.

Scheduler can be set to run at regular intervals (at certain day time or every x hours) or can be
triggered by specific events:

- (Before or after) the Hotsync operation, or

- When some application terminates, or

- When you manually power-off the PDA

Schedule i) Selected: 2/32 (i)
2 Name ATypeAttr
Updat
Brighiness i e 0
Mo Tu We Th Fr F1EM ¢ Calendar appl v
9 42 hours @ CardInfo appl [0 Prevent DbCache Fragmentation
r—— 3 Contacts appl [J Disable notifications
from & gfﬂle Book OPP: : O Flush DbCache after Backup
Ia g Reset after Back
@ &~ Before Hotsync (N ET—E | || D fesctotter ok
B Aft it © DynDevinfo-DDIR appl [ Hide Progress Bar
o pp £ (4 Explorer appl B @
(& O AtPower-off ¥r Favorites appl &
122338 w Action.. (F)ig._lz — Advanced Scheduler
- - - - ptions
. . Fig. 11 — Selecting Applications
Fig. 9 — Schedule dialog for app-exit backup

Scheduler respects the project setting ‘Max. # of Backup Sets' (Setup dialog). This allows
keeping several consecutive backup sets.

Example
Setting this number to 3 means that the project will try to keep the last 3 backup sets.
|.e. these backup sets will be subsequently created:
= Set A (1% scheduled backup) , set B (2", set C (3')
= Set D as the update of the set A (4™)
= Set E as the update of the set B (5™)
So after 5 backups you will have 3 sets: C, D and E.

Advanced scheduler options are discussed under advanced topics, so here only briefly:
- Prevent DbCache Fragmentatiomght help to f.e. Blazer if it fails to start.
- Flushing DbCachenight improve PDA responsiveness after backup completion.
- Disable notificationgnight remove backup crashes or at least postpone them after
backup completion.

Scheduler options dialog accommodates
® Allow Scheduled Backup options common to all projects - among them
O Turnoff after scheduled backup the possibility to hide the countdown dialog or
the abort button in the progress dialog. (For
# Show countdown dialog those who are afraid of unwanted abort while
& Show abort button carrying the PDA in their pocket.)

Fig. 13 — Scheduler Options dialog




3.7 Manual Backup Options

Users can specify customization of the manual backup common to all projects:

A sound signal after the backup process completes (always, never or on error),

The report dialog (always, never, on error),

Turning off after the backup (always, never or when it takes longer than 30 seconds),
Exit if no Report is shown.

Manual Backup Options
Behavior after Backup:
Advanced
Beep w Always o =
Report w Nays For Backup/Verify/Diff:

™ Prevent DbCache Fragmentation

funoff v Never [ Disable notifications

::it " )v Never ™ Flush DbCache after Backup
if no Report -
(%)

Fig. 15 — Advanced Options dialog
Fig. 14— Manual Backup Options dialog

3.8 Projects

Since you launch Resco Backup the first time you are working in the so-called Default
project. Many users will stay here without knowing anything about the projects.

However, imagine the situation that you have a set of particularly important documents that
should be stored more frequently, or just to another location, encrypted or whatever else. To
solve it, create a new project. Everything what was said so far is applicable both to the Default
project and to the project you just created.

A project is simply a set of files backed up as one unit. RAM-based projects store databases,
drive-based projects work with card files. (This is specified during the project creation.)

Every project has its own location, settings, file selection and scheduler. (Exclude list is
shared by all projects.) It is allowed to schedule two projects are scheduled to the same time.

When creating a new project, you can make wus
intend to use them, they present a suitable material to study.
[Backup]
Camera Images
Select predefined project Backup: RAM DRIVE Last Backup: Contacts o
® Name: New Today 04/20/07New Project...
§ . |Delete Project...
® Card: ~ POSESlot1(c) Next Backup: =0
4
® @ Nover
@ Max # of Backup Sets: 0

General Project

Cancel [ OK )(Cancel ) [ Advanced )

|
Thanks, | decide myself [0 Password @ Blltkllp

Fig. 16 - Do you like predefined Fig. 17 - General project setup Fig. 18 - Project selection
template?



3.9 Backup of the internal drive

In the creation phase the project can be set as drive-based. These projects can backup (unlike
RAM backup) any file folders The most logical choice is the folder Photos & Videosn the
built-in drive, where modern Palm handhelds use to store images. (There is one predefined
project that does just that.)

The paragraph 3.3 File Selectionlescribes the folder selection.
Exclude list is not considered for the drive-based backup.

NVFS systems: To backup your complete handheld you will need 2 projects - one for RAM,
one for the built-in drive. Do not backup PALM_DM folder, as it is a private OS folder.

Project Setup i)
Backup: | RaM BT

Name: Drive
Card: w POSESloti(a)
Max # of Backup Sets: 3
[0 Compute Crc
™ Password X**x*x¥ [/ Store
M Compression v Fastest
[0 Archive Deleted Files
M Content-based update

Fig. 19 — Setup dialog for backup of the internal drive

3.10 Exclude list

The Exclude List dialog is accessible from the application menu and is valid for all RAM-
based projects. Use it to specify the databases that should never be backed up because it is
dangerous or for whatever other reason.

Files: 3/28(160k) (5 ]

Exclude: [J Open [J Locked
[ Old PIM Databases
[0 ReadOnly (LifeDrive)

3 Name ATyp Attr
1.ipg Foto
| ;pg Foto

3.ipg Foto ‘

5] AddressDB DATAO
CalendarDB-PDat DATA
ConnectionMgrS0DB  DATAB ZJ

Cancel ; Action...

Fig. 20 — Exclude list

Notice the two specific cases. (Respective settings are switched on by default on the
concerned handhelds.)

1. New Palm handhelds need to exclude so-called old PIM-databases. (Discussed
elsewhere.)

2. LifeDrive users should exclude the read-only databases. The reason is that all
databases that are installed automatically after a hard reset are read-only. In other
words, the read-only flag marks databases that are pre-installed on hard reset



3.11 Restore

The reverse of the backup is the restore - allows the memory restoration to the state stored in
the backup set.

If you perform restore after hard reset, then your handheld is empty and you need to start
RscBackup from the card. (It is there - RscBackup checks this during each backup action.)
Don't be surprised by the message

"Scheduled backups will not work"

That's ok; you don't need the scheduler for Restore. After you restore the handheld contents
and install RscBackup to RAM, scheduler will work again. It just can't work on the card
because the OS does not communicate with card apps.

In order to start, press the Restore button. Resco Backup will guide you through a series of
screens, where you subsequently:

- Select the backup set
- Decide whether you want full restore (all files), or partial restore (some files)

- In the latter case you get the 3" screen for the file selection.
Safety

Restore suffers several stability risks, some of being similar to the Backup process:
= Conflicts with running background applications
= Specific NVFS problems (again concerns mainly background applications)

These risks can be greatly reduced if you performwarmreset( r eset whi |l e hol di n
button) before the restore. This is needed especially if you did not clean the PDA by
preliminary hard reset.

A Name A Size

HotSync Date ¥ Size
7/17/0610:360m 207k

83 AlbumNote- Foto 272b 1
X 07/17/06 10:35am 196k EE
X 07/17/06 10:34am 223k Conne(tlonMrSODB
X 07/17/06 10:32am 223k BH |ContactsBDIndex-PAdd

BH |ContactsDB-PAdd
Graffiti ShortCuts

HostFS
£ MemosDB-PMem
Net Prefs
O Multiselect (Verify) .~~
[ Close ) @] Next> ) (" Done ) (Restore] w Action...
Fig. 21 — Restore Fig. 22 — Select files for Restore
Advanced

You can also use the [Diff] dialog. This dialog enables you to analyze the differences and
select individual databases for the restore action.

Less powerful, but easier to understand is Verify. It detects the differences between the RAM
and the backup set and let you eventually perform partial restore of just different files.



3.12 Archive

Archive is a place where deleted files are moved instead of being destroyed. To do so you
need to switch on the project option Archive Deleted FilesArchiving is safer, slower and
takes a lot of card space.

Archiving is active only for the incremental update. (To be set in the project options for
manual backup, resp. in the scheduler options for the automatic backup.) Scheduler using full
update creates a new backup set without making any comparison to the old set.

The archive is physically a subfolder of the project folder (with the name "Deleted"). Further
underneath there are subfolders (one per each backup) containing archived files. These
subfolders are organized in a similar way as the backup sets.

RscBackup offers the archive management dialog under the menu option Archive. The dialog
uses the same tools as the Backup sets dialog, i.e. you can browse the archive sets, compare

t hem or e wmddetetr essolrect(eéd fil es.
Project Setup i)
’ HotSync Date 7 Size
B:""‘": o t 2 7/17/05 12:18pm| 157k
- X 07/17/06 1217pm 73k

Card: w POSESloti(a)
Max # of Backup Sets: 0
[0 Compute Crc
[0 Password
O Compression
™ Archive Deleted Files

[0 Content-based update & Multiselect
((Close )  (CDiff ) (Next>)

Fig. 23 - Archive Setup Fig. 24 — Archive Management



4 Verify/Dif dialogs

4.1 Brief database explanation

The following will present simple DB explanation just sufficient to explain backup specifics.
Read if you are interested in technical details, skip otherwise.

A database consists of a header, data records and optional ApplInfo/Sortinfo blocks.

DB header contains this information:
= DB type, creator, name, version
= DB attributes (resource, open, read-only, hidden, stream, backup, launchable, bundle,
copy protect, ResetAfterInstall, AppInfoDirty, recyclable)
= DB modification number
= DB creation and modification date

Palm OS uses resource databases (e.g. applications) and record databases (usually data).

Record databases have records consisting of data and attributes:
= 'Busy' represents a kind of record lock
= 'Delete’ denotes deleted record (its data was destroyed)
= 'Dirty’ marks modified records (that are expected to be hotsynced)
= 'Secret' denotes private records.

Note that ‘deleted’ record has just the record header (this information is kept for possible use
by e.g. Hotsync); the record data was destroyed.

Archived records are wors&hey should appear as deleted from the handheld point of view,
but at the same time they must keep the data to be hotsynced into the PC archive. (Only then
they are really deleted.) Technically, this is realized by setting 'Delete’ and 'Dirty' record
attributes and keeping the record data.

Resco Backup ignores deleted records, but otherwise stores complete record databases incl.
archived records.

Resource databases are simpler. They have just header and data records and each record has
assigned type and id. A record either exists or does not exist; there are no intermediate states
such as records marked for deletion or archiving.

Resco Backup stores complete resource databases.

4.2 Date vs. Data comparison

Date comparison is the usual solution used by all other backup packages.
It will discover any changes that are made in a standard way - i.e. when the DB change is
accompanied by a respective change of the DB modification date.
However, this method won't notice a modification that:
= Is made intentionally so that the size/date values remain constant.
= Isinterrupted by force (e.g. a crash).



Data comparison performs byte-wise comparison of:
= Records data
= Record categories and attributes
= Applinfo/Sortinfo blocks

DB header is checked only partially, i.e. DB type, creator, name and the resource attribute.

Hence, the data comparison will detect all important changes, but may overlook some
unimportant modifications. (Most of the header data.)

4.3 Verify dialog
A simple, fast tool to reliably check the backup set contents.

Verify performs byte-wise comparison of the databases stored in selected backup set vs. their
RAM equivalents.

Notice that some databases may change virtually at any moment, e.g. preferences or databases
modified by the system or running background applications. So, don't be surprised if you find
differences in databases such as:

= Saved Preferences

= Unsaved Preferences

= psyslaunchDB (launcher DB)

= etc. (Depending on your installation, this list will be longer.)

Backup-RAM comparison €)

Files:21/21
Time: 00:00:01
AlbumNote-Foto
CalendarDB-PDat OK
ConnectionMgr50DB oK
ContactsBDIndex-PAdd OK
ContactsDB-PAdd OK
Graffiti ShortCuts OK
HostFS oK
MemosDB-PMem OK#

( Close ) (Update ) (Delete

Fig. 24— Verify dialog

Verify offers additional actions:

= Update of the files that do not equal to their originals

= Delete of the selected file from the backup set
If you use Verify as part of the Restore process, it will display Restore instead of the Update
button.



4.4 Diff dialog

An enhanced form of the Verify dialog. To open it, start first the Backup Sets dialog
(accessible from the main menu), select a backup set and press [Diff] button.

Diff dialog reports also new databases that are not in the backup set.

You can select comparison by date/size or by contents as well as update selected set of
databases. (Note that update is allowed only for the most recent backup set.)

Main dialog controls:

= Combo box in the top left corner allows the selection of the comparison criterion
(date/content).

= The icons at the top represent comparison results. (See bellow.) By tapping these icons
you change the file selection. E.g. to select all databases that were not yet backed up,
press the first icon.

= To change the sort order tap respective column label.

= To select/unselect specific file manually, tap respective list row.

= The Actions combo box offers additional commands, e.g. definition of the list
columns.

= Update button performs update of all databases that are selected at given instant. Do
not confuse with the functionality of the Update button on the main screen. (This
“Update” works on all files that were ide
you to make the file choice.)

Files: 21/25(134k) ©

ATypeAttr ?
Content Foto
Both

IR R R
4

Fig. 25 — Diff dialog

Icon meaning left to right:
-  RAM only: DB is missing in the backup set
- RAM newer: DB is newer than its copy in the backup set
- Equal: DB and its copy in the backup set are identical
- Not equal: DB differs from its copy in the backup set
- Backup newer: DB is older than its copy in the backup set
- Backup only: DB exists in the backup set only

l cons are disabled if there exists no DB wit
produce “RAM newer” state as it does not <car



5 Advanced topics

5.1 Opened/locked databases
Start Resco Backup and open the "Select Files" menu option.

Look at the Attr column. (Sort the rows by tapping its column label.)
= "O" denotes opened,
= "XO" exclusively opened,
= "L"locked databases.

The former ones are more dangerous.

The fact that a database is opened means that there is a live pointer into it and its overwriting
is potentially dangerous. This is the risk of the Restore operation.

However, an opened database can also mean an inconsistent state. (E.g. part of the data is
queued in some cache.) This is the risk of the Backup operation.

Exclusively opened databases cannot be opened by any other application. Hence, these
databases cannot be either backed-up or restored. Fortunately, this "trick" is used very
seldom.

Prevention
Again, warm reset will generally decrease the number of opened databases.
You can also add a dangerous database to the Exclude list. (As the last resort, of course.)

5.2 PIM databases

This chapter concerns modern Palm handhelds (T3 and higher).

History
Old well-known PIM databases are AddressDB, DatebookDB, MemoDB and ToDoDB. As
the time passed a need for richer data appeared.

Palm reacted logically by designing new PIM databases. So e.g. MemoDB was replaced by
MemosDB-PMem. However, there were plenty of legacy applications relying on presence of
original MemoDB.

The adopted decision was to keep a fake (emulated) MemoDB etc. That means the DB is
empty, but in case some application needs it, MemoDB will be temporarily populated from
the new PIM databases.

Works well, i.e. until someone uses MemoDB to overwrite the contents of the new memo
database. This will lead to a partial loss of data or even worse effects. This is exactly what
happens during Restore if you backed up both old and new PIM databases.

Prevention

Exclude old PIM databases from the backup. (Exclude List dialog is accessible from the
application menu.)

Note that this option is switched on by default on all T3+ palmOne handhelds, while for the
remaining handhelds the option is hidden.



5.3 Zippers and backup data

Backup set is a set of zip archives located under the folder /Palm/backups. You can take any
zip program to preview the backup set contents. Resco Explorer is perhaps the best option.

You may not only check the contents, but also preview any stored database or even install (i.e.
copy) it to the RAM manually.

3" party zippers may complain about CRC failures. In such case either switch on CRC
computation (project options) or try to setup the zipper so that it tolerates CRC failures.

5.4 Card swapping

This chapter describes RscBackup policy concerning the cards. This might be an important
topic for those who use to swap the cards and occasionally notice missed scheduled backups.

Drive letters

Every card gets a drive letter. The drive letter is constructed out of the card type (SD, MMC
etc.) and the card label.

Say you have SD cards labelled "Card1" and "Card2".

When "Card1" is inserted, it will be assigned the drive letter C. RscBackup will remember the
assignment "SD:Card1" -> C.

When you insert "Card2", it gets the first free drive letter, perhaps D. (RscBackup remembers
"SD:Card2" -> D.)

When you reinsert "Card1", the drive letter will be C again.

Notice that if you use unlabelled cards, then RscBackup does not detect the card swapping
and both cards get always the C letter.

How RscBackup remembers the card
RscBackup remembers card drive letter in the project settings.

How RscBackup reacts to a card swap

The card swap will usually happen when RscBackup is not active. However, RscBackup will
be notified by Palm OS about the change. In effect, RscBackup will react on background:

It will first detect the drive letter of the inserted card. (C or D in our example.) As next
RscBackup will scan all projects on all drives and schedule them. The Default project is
scheduled if the card with stored drive letter is inserted.

Let's explain it again in detail, first the non-default projects:

The project definition is stored on the card. Hence, it cannot happen that the project would
point to a card that was not inserted. No problem here - either the card with the project is
inserted and the scheduled backup takes place, or not.

Default project:

Default project stores the drive letter in the Saved Preferences.

If it is C, but the inserted card is D, the scheduled backup (for this project) cannot take place.
(If RscBackup was active, you would see the error message "“"The project uses another card..”.)
In this case the only possibility is to start RscBackup and correct the card selection. (Or
reinsert original card.)



Simple rule to remember

Non-default project is bound to some card. This is by definition so, because the project resides
on the card.

Try to think about the Default project in the same way. When you want to assign the Default
project to another card, then open RscBackup and do so. The Default project will work with
different cards without any additional user action only if the cards do not have any label.

Is it good or not?

(+) Simpler maintenance of the backup sets
(+) Unwanted backups are minimized. (No backup to the card that is inserted temporarily.)

(-) Card swapping needs to be synchronized with RscBackup.
(-) Various language versions will use different drive letters for unlabeled cards.

5.5 About scheduling

Technically, the scheduled backup is realized via so-called alarms. This is Palm OS
mechanism allowing to wakeup the application at given instant. Every application can have at
most one alarm. Keep this in mind if you modify existing alarms using 3™ party tools. (For
those who want to check the things deeper — Resco Explorer provides the access to the
application alarms in its Control Panel.)

Various projects define their own schedulers independently. Scheduling is the process when
the individual schedulers are compared and an alarm is set for the project that is scheduled as
next. Scheduling takes place at events such as HotSync, time change, upgrade etc. (l.e. the
scheduler will work correctly in situations such as time change, upgrade etc.)

Scheduled backup will start disregarding the currently running application. Technically the
backup is launched over the running application interrupting temporarily its activity.

This naturally can result in a conflict. Imagine these situations:

a) Current application is doing a lengthy update of a database that remains in an
inconsistent state during this action. If the scheduled backup is launched in this
moment, the saved database might be useless.

b) A viewer loading a large image and consuming thus nearly full available memory.
Backup can be launched from the event processing caused by the progress bar. If the
scheduled backup is launched in this moment, it will run in the low memory
conditions and the backup may fail.

Because of such risks, scheduled backup starts (unless you suppress this option) by a count-
down dialog that offers to postpone the backup action.

Another example of a potential conflict presents Treo keyguard. The purpose of the keyguard
is to prevent accidental key-press. This can be achieved by various means and a conflict with
the RscBackup scheduler (mainly with the count-down dialog) cannot be excluded. Therefore
RscBackup tries to suppress the count-down dialog if it detects that the device was sleeping.
RscBackup works correctly with Butler or built-in keyguard.



5.6 How to check the scheduling?

What is Alarm?

Any app can ask the OS to be activated at certain time instance. This is called Alarm. There
are many uses for alarms and the scheduled backup is just one of them. What is important -
any app can have at most one alarm.

How RscBackup schedules alarms?

Generally there can be multiple projects each scheduled to a different instant. In this general
scenario RscBackup will set an alarm corresponding to the closest scheduled backup.

If nothing goes wrong, RscBackup will wake up at this instant and realize scheduled backup
for one or more projects that are scheduled to this instant. As next, RscBackup will perform
rescheduling, i.e. it will set the alarm for next closest alarm.

How to check alarms?

Run Resco Explorer, go to Control Panel > Alarms. One of the rows should display
RscBackup and the time when the closest backup is scheduled.
Even more complete list is delivered by Palm Internals (a freeware).

How to check Hotsync-based backup?

Alarms do not play any role in this case as the time of the next Hotsync is unknown. Instead,
RscBackup asks OS for a Hotsync notification and is prepared to process it.

To check, go to Resco Explorer > Control Panel > Notifications.
Find RscBackup in the list and check if these notifications are listed:
- SyncStart if backup before hotsync is required,
- SyncFinish if backup after hotsync is required

Again, the same thing can be checked with Palm Internals, although this app presents the
notifications in a less transparent manner.

When does the rescheduling take place?

a) When RscBackup is not running and one of these events happen:
- Reset (30 secs after reset)
- Card insert/remove
- RscBackup updated via Hotsync
- Time change initiated by the user

b) When RscBackup is running and one of these events happen:
- Project delete
- When the scheduling was globally allowed/disallowed
- When the Scheduler dialog closes with OK button
- After the scheduled backup takes place (or is canceled from the count-down dialog)



6 NVFStopics

Whether we like it or not, NVFS is here with all its advantages and disadvantages. While we
shall primarily talk about the problems (there is no other application category that would
suffer more than the backup programs), NVFS is generally a good thing and if you use safe
programs, you-®“||I have no probl ems.

This chapter concerns NVFS-based handhelds. (T5, T650, E2, LifeDrive, T700, TX, T680.)

6.1 NVFS - related problems
What is NVFS
Non-Volatile File Storage, i.e. a permanent storage that will survive even the battery removal.

Although your PDA might have 32 (64 etc.) MB of RAM, this memory is not directly
accessible. Instead, databases are loaded into a smaller area (called DbCache), where they are
processed.

It is a kind of window into NVFS: Prior to use the DB is copied to the DbCache and after the
use the changes are copied back to NVFS and the DB may be removed from the DbCache to
provide the space for other databases. For efficiency reasons the last step is delayed until the
DbCache is full.

DbCache uses to be around 10-20 MB and you can have installed a lot more data in the RAM.
You can even have a single database that is larger than the whole DbCache. This implies a
fundamental consequence for the Palm programming: The position of the database or their
records is no longer constant.

What kind of problems happen

1. NVFS itself has problems.
Concerns mainly T5 and early T650 releases; later handhelds are much safer.
Remark:Latest T5 update seems to have solved most of NVFS bugs for this handheld.

2. Variable DB position.
(Discussed above.) Programs not realizing this will occasionally crash.

3. Background applications.

Although "hacks" proved to work reliably in the past, they are often not prepared for
NVFS. As a rough guideline you may expect that background apps written prior to
NVFES launch (October 2004) are potentially risky.

The most frequent problem is that the application itself can be moved. Although this
can be considered as Palm OS problem, the workaround must be done by the
background application itself. If not, the user will experience random crashes.

Specifics of a backup program

Backup works with huge amounts of data, which necessarily leads to filling the DbCache and
higher frequency of DB swapping. This in turn implies:

- higher risk of the NVFS problems,

- higher risk of the crashes in the background apps. (Of those that are not reliable.)

Note:NVFS (mainly early releases) may return incorrect data. This effect (invalid backup set)
can be discovered only by using tool such as the Resco Backup Verify function.



6.2 DbCache-related Tools

6.2.1 Flushing DbCache
(The feature works only on NVFS devices.)

DbCache serves as a swapping area for databases and their records. DbCache gets filled as
more databases are read. As any backup reads complete RAM contents, DbCache gets always
filled during a backup.

The fact of filling the DbCache may have negative consequences:
- The overall responsiveness of the PDA might decrease.
- DbCache fragmentation can increase. (Even if the backup itself does not contribute to
the fragmentation, PDA with full DbCache can easier get fragmented later.)

RscBackup has several tools dealing with the DbCache:
- RAM Info dialog offers "Flush DbCache™ button.
- Both manual and scheduled backup can flush the DbCache after their completion.

Notice that flushing DbCache after scheduled backup often gives better results than flushing
after manual backup. The reason is that the scheduled backup loads only small part of the
RscBackup application (1st segment) and does not need to load (and lock) the GUI part.

Warning:

There is a general misunderstanding that clearing the DbCache can increase the PDA stability.
Why this statement is wrong:

Most stability problems are caused by the unlocked background applications. If the DbCache
gets filled, the OS will purge some of the unlocked records. If it by chance decides to purge
the background application, a crash is inevitable.

Flushing the DbCache cannot help in this respect. It either has no influence or will the
problem even aggravate.

6.2.2 Prevent DbCache Fragmentation
(Option works only on NVFS devices and can be set for both manual and scheduled backups.)

DbCache fragmentation may prevent from working apps that need large contiguous storage
block. (Large means the order of magnitude 1 MB or more.)

Because Palm apps are traditionally limited to the 64K record size, there are just a few apps
using that large blocks, yet they are quite popular - e.g. Blazer or Tom Tom.

How the fragmentation occurs:

Locked records create non-movable islands in the DbCache. Fragmentation occurs when the
locked records are evenly distributed within the DbCache so that the free space among them is
relatively small.

What does RscBackup:
If there is enough storage RAM, RscBackup will try to reserve large memory block during
backup and release it afterwards.

Warning:
While this setting really decreases the fragmentation, it may cause also backup (verify, diff)
slow-down.



6.2.3 Disable notifications
(The option can be set for both manual and scheduled backups.)
This is another advanced option aiming at stability problems.

Technically the option prevents OS from broadcasting frequently used notifications.
Unfortunately, not all notifications can be blocked this way - mainly because some of them
are vital for the OS functionality.

The idea behind is that without the notifications background applications will not be activated
and hence they cannot crash.

In the optimal case this will delay the crash of the ill-behaving background application to the
moment when the notifications are re-enabled. In praxis the user will get a crash during the
backup report, but at least he has a safe backup set. (If the crash could not be prevented.)

Use in cases when you get crashes that cannot be cured by other means.

6.2.4 'Lock Risky apps' dialog
(To be used on the NVFS systems only.)

The purpose is to select applications that will be locked during Backup and Verify. In other
words — if you can identify miss-behaving background applications, this dialog may help you
to avoid crashes.

The dialog displays list of all applications. To lock some of them, select respective rows by
tapping them and press OK. In turn, on next backup operation all selected applications will be
locked in memory.

This will help in most cases, but not always:
= |f the application performs other incorrect operations, locking itself is not enough.
= Locking may harm the application being locked. (A rare case)

Warning
Locking too many applications may have adverse impact on the system performance.

Test results

Locking of TextPlus, ClipPRO, OKey helps to avoid crashes caused by these applications.
Locking PiLoc (Hebrew localization v3.7) did not help.

Locked: 1/50(112k) €

A Name AType Attr]
 Meteor appl B %
Mylnstall appl B
Palminternals appl B
% PhoneMagic appl B
fPloc o 8
@& Plucker appl B
EXPsng2 appl B
[EFPXA Clocker appl B
13& Pyramid appl B
=z RepliGo appl B &

@ w Action...

Fig. 26 — Lock Risky Apps dialog



7 Problems with background applications

For the reason of brevity we shall call these applications BKG-apps.

BKG-apps run concurrently with the active application. They can react on a number of events
such as database modification, pen tap, keyboard press etc. They may react in any thinkable
way and some of these reactions may conflict e.g. with the Restore operation.

7.1 Problem description

By far the most common problem concerns app locking on NVFS devices. BKG-apps that

pass a pointer to their code to Palm OS must
they forget to do so (notice that prior to NVFS arrival everything was non-movable) or do it in

a wrong way (the way how the locking needs to be done has changed since Palm TX), a crash

is pre-programmed and just waits until you access enough RAM data, i.e. until you fill

DbCache. However, this is not the only possible danger.

Example of a Restore conflict

Let's take a hypothetical BKG-app that makes a log (a database called say DbLog) of all
created databases. Let's suppose the Restore operation just started.

As the Restore progresses, it creates new databases. Palm OS broadcasts notifications about
these events and our BKG-app reacts by adding entries to DbLog.

This works until the moment Restore tries to rewrite the DbLog itself. The result depends on
the way the BKG-app is written:
- If DbLog was opened exclusively, restore of this particular DB would fail without
affecting anything else.
- However, if the BKG-app keeps a live pointer into the DbLog, we can expect a crash.

The above was just a motivation example (maybe not the best one), but BKG-apps can really
do a number of things depending on their purpose.
Prevention

If you observe problems, then you might consider either disabling active BKG-apps or
running backup/restore after a warm reset.

Warm reset (reset while "Up" button is pressed) starts just core system services. Among
other consequences, this means that no BKG-app is activated.



7.2 How to identify background applications?
a) Think

You know what you have installed on your system, which apps have various "Enable" buttons
and look like acting on the background. E.qg. if an application promises improved clipboard or
various add-on functions that are always available, then this app must act on background.

b) "Lock Risky apps' dialog

Use "Set Defaults™ action. This will select those background apps that are deemed to be
potentially dangerous for backup. The selection is based on a (simplified) analysis of the most
dangerous notifications.

c¢) Advanced techniques

BKG-apps react onto the notifications sent by Palm OS. The pre-condition is that the
application “registers” itself by the OS to
“rdk’a these registrations (Palm Internals, Re
your knowledge you can do educated guesses about potential risks.

Limits of this technique:
- You get only a snapshot of registrations valid at given moment.
- There exist real hacks that do not use notifications but simply patch OS. Of course,
these apps cannot be discovered this way.

7.3 Crash testing

This is a very important activity. Most people observe random backup crashes and have the
tendency to use backup itself as the crash-testing tool.

Well, it is a crash-testing tool. But a very bad one — slow and dangerous. Any crash that
happens during a card write can potentially cause a card problem. Here are better alternatives:

Resco Backup Verify feature

As far RAM is concerned, Verify and Backup do the same: They read database by database.
Hence they provoke a crash in the same manner. (Provided you have a relative complete and
recent backup set, of course.) Advantage of the Verify is that no card writes are involved.

Other tools

There are other applications that perform a lot of RAM reading and can thus provoke a crash,
e.g. Palm Internals. (Some users suggest using OffFlush for this purpose).

7.4 Looking for the problem (Basic)

Device Compatibility Lists

Search the web for device compatibility list, e.g. for "T5 compatibility list". (Several of them
are at palmfocus.com.) These lists summarize experience of various users by pointing to
dangerous applications. While this type of information is not fully reliable, it often helps.

Note that you can use also the list for another device — as long as Palm OS versions roughly
corresponds:

- Palm TX, T680, T700p lists should be similar

- T650, E2 and higher Zire models

- T5is kind of exceptions as it was the first NVFS device with severe NVFS bugs



Trial & Error
This is a simple and slow technique, but sometimes the only one that produces a result.

1. Start by disabling all BKG-apps. Perform a crash test. You should not get a crash. If
you do, then you either did not identify all background apps, or disabling them is
insufficient, or you have a worse problem.

2. Enable one of disabled apps at a time and perform crash testing. This way you should
be able to identify miss-behaving app(s). (Note, there can be more of them.)

This technique can be modified in a number of ways:
- (Faster) Instead of adding one app at a time, you can add a whole group.
- (Safer) Instead of disabling move the apps to the card and install them again.
- If you install UnCache application, you can decide which apps will be initialized
during reset. It is the same effect as for warm reset, but done on a few apps only.

7.5 Looking for the problem (Advanced)

The tools
- Palm Internals (notification and locks analysis, provoking crashes)
- Resco Explorer (notification and locks analysis, DbCache flushing)
- Resco Locker (app locking)
- Resco Backup (provoking crashes, DbCache flushing)
- OffFlush (DbCache flushing)
- UnCache: Allows for "partial warm reset", i.e. you select which apps will be
initialized after a reset and which not. Good for testing miss-behaving apps.

Notification analysis using Resco Explorer

Resco Explorer, Control Panel > Notifications

Here you get a detailed list of notifications grouped either by applications or by events. The
notifications names are to a large extent self-explanatory and help you to understand what
does particular application at given event.

For example, you may see this:
RescoBackup, appl
* LateWakeup /I Reacts when PDA stops sleeping
* SyncFinish /I In this case Hotsync-based scheduling
*VolumeMounted // Card inserted

Etc., not everything is understandable, but a lot can be deduced.

Notifications in our example happen occasionally and apps use to accept them in a safe (and
slower) way. On the other hand, EventDequeued notification is sent for any user action (pen
tap, keyboard press...). Apps that intercept this notification use to do it in unsafe (faster) way
and must be at least locked.

Note, that Explorer encountersonlyso-c a |l | e d safe” notifications,
notifications, where an app exposes pointer to its code. However, this often does not matter as
the apps use to use combinations of both notification types.



Notification analysis using Palm Internals

Palm Internals produces richer, but less transparent list as compared to Resco Explorer, i.e. it
detects also “unsaf e” n obehavingappastctive, Rabn. Howev er
Internals uses to crash during its analysis.

Anyway, if you are lucky and get the list, look for the items referring to "m68k XXXXXxxx
DBCache". Those are the apps that expose pointers to the OS. Such apps must be
unconditionally locked.

Analysis of the application locks

We start by making the things even more complex.

1. The concept of a “ | o-sirkpéfatatioa. pnact, agplcationo n” i s
consist of records and some might be locked, while the others not. The most important
thing is that i f an application receives
have | ocked record called “code 17.

2. We don*"t know anyt hi ng rdathbasas.tE.g. ta blipboand e e d t ¢
manager can maintain a data database that should be locked, but there is no way to
find it out.

3. Newest Palm OS versions (TX, T680, T700p) ignore locking when the database is not
additionally protected.

Palm Internals produces both the lock list (on the record level) and the list of protected DBs.

Resco Explorer produces the same information:
- Use the RAM context menu and select speci
- If you want to investigate record-level locking, selectaDBand “vi ew” it . T
are shown inthe recordcombo-box. (E. g. as “code 1 L1".)

Tools for locking

Take the locking with reservation. The lockers try to lock records that are the most probable
candidates; locking all records would be counter-productive.

Do not lock too many apps as this can have negative impact on your device.

Resco Backup

Use ,Lock Risky Apps® dialog to select apps
Backup/Verify/Diff etc. Suitable also for TX, T680, T700p.

Resco Locker

Same type of locking, just done on permanent basis. Suitable also for TX, T680, T700p.

SharkCache
Similar tool as Resco Locker, but a commercial one. Compatibility to TX etc. is unknown.



8 Device specifics

Treo 650
You should turn the phone OFF on the Treo 650 prior to performing a restore operation

LifeDrive
Readonly flag is used to denote databases that are pre-installed after the hard reset. Suggested
strategy:

- Do not modify readonly flags

- Exclude readonly databases (Exclude list dialog)

New Palm handhelds
Starting from Tungsten T3 you should exclude old PIM databases (Exclude list dialog) or you
may lose your contacts, appointments etc.

Tungsten/T5
Make sure you installed T5 update
(www.palmone.com/us/support/downloads/tungstents/tungstentSupdate.html)



9 Problems

9.1 Reset loop

It is the state when the reset initialization fails to complete and induces next reset, then next
etc. Typical user is helpless and does not know what to do.

Reset loop might be a consequence of a restore failure, but can have other reasons, too.

Reason
- Crash during the reset initialization of 3" part application.
- Corrupted launcher database
- Specific Restore problems are discussed bellow
- More serious bugs may require hard reset and reinstall

Hints

1. Warm reset (reset while holding the “Up” key)

Always start here: This reset skips initialization of 3™ part apps and usually stops the reset
loop.

2. Can you start Launcher?

If not, then you need to delete the launcher database — psyslaunchdb. You loose the
application categories, but this is certainly better than a reset loop.

| f you can"t start a file manager (Fil e2Z,

buttons to the file manager.
Il f you don"t have a file managerchdb.t hen

3. Launcher works, some other problem

Now you have to look among all apps to detect the one that fails to initialize. It does not need
to be a background application —any application can do something, e.g. a viewer may want to
tell the OS that it is here to display jpeg images.

Next try to launch all apps one-by-one until you encounter the one that fails. If you detect
such application, delete and reinstall it. Advanced users may try more soft methods using
Resco Explorer: Delete app preferences or some data files.

4. Concentrate on background applications
Disable all such apps that you know and test soft reset. If it works, then start looking for ill
behaving background application by enabling them one-by-one.

5. All of the above fails

What remains is probably is only the use of brute force: Delete installed applications one-by-
one until you have a working device. Or try hard reset and complete reinstall.

t
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9.2 Backup crashes
Although we cannot exclude Resco Backup bug, crash reasons use to be found elsewhere.
First test you should do: Backup after warm reset.

Warm reset stops various system extensions (background programs). If the crashes disappear,
then the problem must be outside Resco Backup. The most frequent causes:

a) Failure of active background application. (Important mainly for NVFS systems)

Reason:
You use a background application that fails to lock properly.

Symptoms:

1. Full backup or Verify crashes, but Update succeeds. (Update accesses less databases,
hence the DbCache may not fill up, hence DB moving is less probable.)

2. Crash after the backup or during the Backup report. (Background apps are often
activated only at that instant. Depends on what you have installed.)

3. Crashes disappear if you run Backup/Verify after a warm reset. (This is an indirect
proof that the problem is in your background apps.
The reason: Warm reset does not initialize any default background services.)

Suggestion:
Read the chapter on background applications. All techniques are explained there.

b) NVFS errors. (Concerns NVFS-based systems.)

T5 users: Make sure you installed T5 update v1.1 or higher. (RscBackup displays a reminder
during the startup if you need this update.)

T650: There are updates for the first releases. (The Palm OS version should be at least
v5.4.5.) Newer handhelds don't have substantial problems.

E2, LifeDrive, TX, T700: No substantial problems.

c) Card problems

To test this eventuality get some file manager and browse the card. FAT problems can be
local. Therefore go to the /Palm/backups folder, browse it and try to add/delete some files.

Tip: If you can mount your card as Windows drive (T5: use Drive Mode), then open
Windows command prompt and run chkdsk /F utility. This will take care about FAT errors.
Various card readers may offer similar functionality independently from your handheld type.

d) Other things to remember

1. Exclude old PIM databases (Exclude List dialog) or you risk crashes or data loss at restore.
Concerns modern palmOne handhelds (T3 and higher).

2. LifeDrive: Exclude read-only databases as these databases are pre-installed at hard reset.
(Not a 100% reliable criterion, but it is the best one we know.)



9.3 Restore problems

Worst problem is a reset loop after a restore. (Discussed separately) Usual reasons:
- Bad restore of the launcher database or some background application
- Restore of the databases that must not be restored
- Corrupted backup set or a card problem

In any case, a warm reset usually helps. Then you can start the experiments with disabling
selected background apps, partial restore etc. (See the chapter on Reset Loop.)

Restore of the PIM databases

Today's Palm handhelds (T3 and higher) maintain 2 copies of PIM databases and restoring
both of them may cause a data loss or a reset loop. To prevent this problem, make sure that
the Exclude List really excludes old PIM DBs.

However, if you have a backup set with these databases, you still can use it:
Perform partial Restore and unselect AddressDB, DatebookDB, MemoDB and ToDoDB.

Note: If the Verify shows differences in contacts (calendar) after restore, it might be just
deleted items present in the backup set, but skipped by Restore. Should be ok.

LifeDrive

LileDrive pre-installs certain databases during hard reset and marks them as readonly —in
contrast to the DBs installed later. Hence, the (LifeDrive) Exclude list should really exclude
readonly databases. (Well, this might not

Null records

Due to an NVFS bug restore of databases with null records could cause a crash. Hence you
should use RscBackup v1.31+ as these versions skip the null records during Restore.

Restore after warm reset?
Depends on: Imagine the restore of a running background application = a recipe for a disaster.

Full restore should be made after a hard reset, or at least after a warm reset to avoid conflicts
with running apps. (If you are lucky, then full restore of a working PDA may work, t0o.)

Partial restore usually does not need specific reset — unless you restore a DB that is in use.

Restore with errors

You will notice the error —either as a crash or RscBackup will tell you. A good method to
correct the problem is to call Verify from the Restore screen and to restore just differences.

Cross-device restore
Restoring to another device of the same type is safe.

Restore to a different device has potential risks concerning mainly the incompatible system
files. What uses to be safe is the restore of 3 party applications, PIM data, images etc.

You may try to start with the full restore. If it works, you are done. If not, then go for partial
restore and eliminate the system-dependent stuff (for sure Unsaved Preferences, queries,
network prefs and libraries etc.). As the last trial perform partial restore of just specific data
groups —PIM data, applications etc.



9.4 Problems, Q&A

Q: (NVFS devices) Is there a way to force a backup of the pictures?

A: Pictures are stored on the built-in drive (outside RAM) and are not included into the
Default project.

RscBackup v2.01+:

1. Create a new project and select predefinedproj ect “ Camer a | mages”’
2. Make a backup and double-check that your images are listed in the backup report.

3. If they are not, then open the Select Files dialog and adjust the folder selection.

Older RscBackup versions: You need to create a drive-based project and then add the Photos
& Videos folder from the built-in drive via Select Files dialog.

Q: I just completed backup, but Verify shows differences.

A: Probably file that was just changed. This is normal for Saved Preferences, Unsaved
Preferences, psyslaunchDB, Queries etc.

Q: After the Restore launcher shows strange things. (Some applications are duplicated,
applications have strange icons and similar...) I use default Palm launcher.

A: Restore of the launcher database (psyslaunchDB) failed, or Palm OS failed to import this
DB. Restore psyslaunchDB again, eventually repeat reset. (psyslaunchDB is repaired during
the reset.)

If it does not help, then delete psyslaunchDB (you will need a file manager such as Resco
Explorer) and reset. This will result in loosing the categories, but will solve the problem.

Q: Can’t open backup set archives using my zipper.

A: Probably you need to switch on CRC in the project settings dialog. It is switched off for
performance reasons by default.
Also: Most zippers can be set to tolerate CRC failures.

Q: Scheduling non-default projects

A: Description of these projects is (unlike the default project) stored on the card. Hence, this
project will be scheduled only if the card is inserted. RscBackup performs re-scheduling
whenever the card is removed or inserted.

Q: What does it mean “DBprotected” error?

A: This error occasionally appears in the Restore report list. It means that the database being
restored cannot be overwritten yagacause it 1is
consequence of some3“party application reguedtec) "Wdrtmsr
database.




Q: How to make backup-dedicated card?

A: Copy RscBackup to \Palm folder on the card and rename it to Start.PRC.
Now when you insert the card, RscBackup starts right up.(Same thing works for any other
application renamed to Start.prc.)

There is an additional condition from the Palm OS side: RscBackup must be the only
application reacting to the card swap. This is in praxis a severe condition as already the Palm
Launcher handles the card swapping.

Hence, perhaps the only possibility to use this property is when you insert the backup card
right after warm or hard reset.

Q: Application alarms are lost after partial restore of this application, but they work
after the full restore.

When an app is deleted, OS automatically cleans its alarms, registrations for notifications etc.
This is a necessity; otherwise invalid registrations etc. could cause a crash.

Partial restore is basically delete + copy. Hence alarms etc. remain cleared. Restored app
usually recovers alarms etc. during next soft reset. (Provided it performs reset initialization).

Notice that this is the case also after hard reset - alarms etc. are not restored during the
Restore action, but during the following reset.

Notice also that a warm reset does not lead to the alarms recovery, as the applications do not
get notification.

Q: I am getting contacts (calendar) errors when doing Hotsync after restore.

Most probably caused by Palm OS bug when treating null records. (l.e. deleted contacts or
calendar items.)

Typical sequence how this happens:
1. Backup

2. Delete some contacts

3. Hotsync

4. Restore (re-creates deleted items)
5. Hotsync

Solution:
Use RscBackup v1.31 or later. This version does not restore deleted items.

Tip:
Try DbScan (a freeware from PimlicoSoftware). This app can correct quite a few PIM errors.

Q: After restore, I am getting Hotsync error ""VFSDBCache.c, Line:4051, unattached
record™ when syncing contacts.



Palm Support statement:
"This is known problem with some synchronizations. It occurs if you try to delete an already
deleted record. You must check to see if there is an update to the conduit.”

Solution: Most probably the same source of problem as above. Use RscBackup v1.31 or later.

Q: Verify shows differences in contacts (calendar) after restore.

A: Probably caused by deleted items that are present in the backup set, but are skipped by
Restore. Should be ok.

Q: I am getting the error "'System error: xxx DB(s) are inaccessible and thus ignored™

This might signal some kind of internal corruption in the OS data and a corrective action (at
least a soft reset) is needed. The impact on your PDA is unknown — it can mean serious
troubles, but you also may not notice any change at all.

DBs in question cannot be accessed and even their names are unknown.

RscBackup tries to continue and just skips the concerned databases and displays the error
message. (Concerns manual backup, the scheduler will abort instead.)

It is difficult to find respective DBs, but if you have a relatively recent backup set, then you
can do a Diff and look among the databases that are listed only on the card.

Also, not the supplementary error text; our support might be able to interpret it.




